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Abstract  
 
 

The rapid growth of the information technology (IT) 
sector and the increasing complexity of cybersecurity 
threats have intensified psychological demands on 
technology professionals. Continuous monitoring, high 
workloads, evolving threat landscapes, and 
expectations for uninterrupted system performance 
expose IT and cybersecurity professionals to elevated 
levels of occupational stress and burnout. Despite 
growing global concern regarding employee well-being 
in technology-intensive occupations, limited empirical 
research has examined these issues within the Indian 
context. 
 
The present study investigated occupational stress, 
burnout, and coping strategies among IT and 
cybersecurity professionals working in Bengaluru, India. 
A cross-sectional quantitative research design was 
employed using a sample of 120 professionals, 
comprising 70 IT professionals and 50 cybersecurity 
professionals. Data were collected using the Perceived 
Stress Scale (PSS-10), Oldenburg Burnout Inventory 
(OLBI), and Brief COPE Inventory. Statistical analyses 
included descriptive statistics, reliability analysis, 
correlation analysis, independent-samples t-tests, and 
multiple regression. 
 
The findings revealed moderate-to-high levels of 
occupational stress among participants, with 
cybersecurity professionals reporting significantly 
higher stress levels than their IT counterparts. 
Occupational stress demonstrated a positive 
relationship with burnout, while maladaptive coping 
strategies were associated with increased stress and 
burnout symptoms. Adaptive coping strategies showed 
a protective influence on psychological well-being, 
although their predictive effect was comparatively 
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weaker. Qualitative findings highlighted workload 
pressure, on-call responsibilities, threat management 
demands, and insufficient recovery time as major 
contributors to occupational stress. 
 
The study contributes to occupational health 
psychology by extending the Job Demands–Resources 
model and the Transactional Model of Stress and 
Coping to contemporary technology professions. 
Practical implications include the need for structured 
stress-management interventions, mental-health 
support systems, workload optimization, and 
sustainable on-call practices within technology 
organizations. 
 

Keywords: Occupational Stress | Burnout | Coping Strategies 
| Occupational Health Psychology | Work Place Well-Being 
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I. INTRODUCTION 

1.1 Background of the Study 
The contemporary workplace is undergoing 
unprecedented transformation driven by rapid 
technological advancement, digitalization, 
artificial intelligence, cloud computing, and 
increasing dependence on interconnected 
information systems. Organizations across 
industries rely heavily on information technology 
(IT) infrastructures and cybersecurity mechanisms 
to ensure business continuity, operational 
efficiency, and protection against evolving digital 
threats. Consequently, IT and cybersecurity 
professionals have become indispensable 
contributors to organizational success. However, 
the growing complexity of technological 
environments has simultaneously increased 
psychological demands on these professionals, 
exposing them to heightened levels of 
occupational stress and potential burnout. 
 
Occupational stress has emerged as one of the 
most significant challenges affecting employee 
well-being in modern organizations. The 
International Labour Organization and the World 
Health Organization increasingly recognize 
workplace stress as a critical occupational health 

concern due to its implications for mental health, 
productivity, organizational performance, and 
employee retention. Occupational stress occurs 
when employees perceive that workplace 
demands exceed their available resources, skills, 
or coping capacities. While moderate levels of 
stress may enhance performance under certain 
circumstances, prolonged and excessive stress 
often produces adverse psychological, emotional, 
behavioral, and physiological consequences. 
 
Technology professionals operate within work 
environments characterized by continuous 
innovation, rapid technological changes, 
demanding performance expectations, and 
frequent disruptions. Unlike many traditional 
occupations, IT professionals are required to 
constantly update their knowledge and skills to 
remain effective in dynamic technological 
ecosystems. Frequent software updates, system 
migrations, infrastructure management, project 
deadlines, and user expectations contribute to 
sustained workplace pressure. The increasing 
adoption of hybrid and remote work 
arrangements has further intensified expectations 
of continuous availability, creating challenges in 
maintaining healthy work-life boundaries. 
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Cybersecurity professionals encounter even more 
specialized demands. Their primary responsibility 
is to protect organizational assets from 
cyberattacks, data breaches, ransomware 
incidents, insider threats, and various forms of 
digital exploitation. The increasing sophistication 
and frequency of cyber threats require 
cybersecurity personnel to maintain continuous 
vigilance and rapid response capabilities. Security 
analysts, incident responders, vulnerability 
assessors, ethical hackers, and security architects 
often work under conditions of uncertainty, 
urgency, and high accountability. A single 
oversight may result in substantial financial, legal, 
operational, and reputational consequences for 
organizations. Consequently, cybersecurity 
professionals frequently experience unique 
psychological pressures associated with threat 
monitoring, incident management, and 
responsibility for organizational security. 
 
Recent industry reports indicate that 
cybersecurity professionals face increasing 
workloads due to persistent workforce shortages, 
expanding attack surfaces, and escalating threat 
complexity. Many organizations struggle to recruit 
and retain qualified cybersecurity personnel, 
resulting in greater responsibilities for existing 
employees. The resulting workload imbalance 
contributes to emotional exhaustion, fatigue, 
cognitive overload, and diminished psychological 
well-being. Furthermore, cybersecurity incidents 
often require immediate responses outside 
normal working hours, creating disruptions in 
personal life and reducing opportunities for 
recovery and psychological restoration. 
 
The psychological consequences of prolonged 
occupational stress extend beyond temporary 
discomfort. Chronic exposure to workplace stress 
has been associated with anxiety, depression, 
sleep disturbances, reduced concentration, 
impaired decision-making, decreased job 
satisfaction, and increased turnover intentions. 
Within technology-intensive occupations, these 
outcomes may adversely affect not only individual 
employees but also organizational effectiveness. 
Impaired attention, decision fatigue, and reduced 

cognitive functioning can increase the likelihood of 
operational errors, system failures, and security 
vulnerabilities. Consequently, understanding 
occupational stress among IT and cybersecurity 
professionals has become an important priority 
for both researchers and practitioners. 
 
1.2 Burnout as an Occupational Health Concern 
Burnout represents one of the most widely 
studied consequences of chronic occupational 
stress. Originally conceptualized as a psychological 
syndrome resulting from prolonged exposure to 
work-related stressors, burnout has gained 
increasing attention within occupational health 
psychology and organizational behavior research. 
The World Health Organization recognizes 
burnout as an occupational phenomenon 
characterized by feelings of energy depletion, 
increased mental distance from one's work, and 
reduced professional effectiveness. 
 
Contemporary burnout research suggests that 
burnout develops gradually when workplace 
demands consistently exceed available 
psychological resources. Individuals experiencing 
burnout often report emotional exhaustion, 
detachment from work responsibilities, reduced 
motivation, diminished engagement, and 
declining job performance. Burnout has been 
associated with numerous adverse outcomes, 
including absenteeism, presenteeism, reduced 
organizational commitment, impaired 
psychological health, and increased intentions to 
leave the profession. 
 
Within IT and cybersecurity professions, burnout 
may be particularly problematic because these 
occupations require sustained attention, complex 
problem-solving, and rapid decision-making. 
Technology professionals frequently operate in 
environments where mistakes can have significant 
consequences. Continuous exposure to high-
pressure situations, coupled with the need to 
maintain performance under uncertainty, 
increases vulnerability to burnout symptoms. For 
cybersecurity professionals specifically, burnout 
may compromise vigilance and threat detection 
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capabilities, potentially increasing organizational 
exposure to security risks. 
 
Research conducted during the past decade 
indicates growing concerns regarding burnout 
among cybersecurity personnel. Industry surveys 
have consistently reported high levels of 
exhaustion, stress, and emotional fatigue among 
security professionals. Factors contributing to 
burnout include unrealistic organizational 
expectations, insufficient staffing, excessive 
workloads, constant alert monitoring, inadequate 
recovery opportunities, and pressure to remain 
continuously available. Despite growing 
recognition of these challenges, empirical 
research examining burnout among cybersecurity 
professionals remains relatively limited, 
particularly within developing economies such as 
India. 
 
1.3 Coping Strategies and Psychological 
Adaptation 
Not all individuals exposed to occupational stress 
experience negative outcomes to the same 
degree. One of the most important factors 
influencing responses to workplace stress is the 
use of coping strategies. Coping refers to the 
cognitive and behavioral efforts employed by 
individuals to manage internal and external 
demands that are perceived as stressful. Coping 
mechanisms influence how employees interpret 
workplace challenges, regulate emotions, and 
maintain psychological functioning under 
pressure. 
 
The literature generally distinguishes between 
adaptive and maladaptive coping strategies. 
Adaptive coping strategies include problem-
solving, planning, seeking social support, positive 
reframing, acceptance, and constructive 
behavioral responses. These approaches enable 
individuals to address stressors effectively and 
maintain psychological resilience. Adaptive coping 
has been associated with improved well-being, 
reduced burnout, higher job satisfaction, and 
enhanced occupational functioning. 
 

In contrast, maladaptive coping strategies include 
avoidance, denial, behavioral disengagement, 
self-blame, and substance use. Although these 
strategies may provide temporary emotional 
relief, they often fail to address underlying 
stressors and may exacerbate psychological 
distress over time. Employees who rely heavily on 
maladaptive coping strategies are more likely to 
experience persistent stress, emotional 
exhaustion, and burnout. 
 
Understanding coping strategies is particularly 
important within technology professions because 
employees frequently encounter high-pressure 
situations requiring rapid adaptation. Effective 
coping mechanisms may buffer the negative 
effects of occupational stress and reduce 
vulnerability to burnout. Consequently, examining 
coping strategies alongside occupational stress 
and burnout provides a more comprehensive 
understanding of psychological well-being among 
IT and cybersecurity professionals. 
 
1.4 Theoretical Foundations 
The present study is grounded in three 
complementary theoretical perspectives that 
explain occupational stress, burnout, and coping 
processes. 
 
1.4.1 Transactional Model of Stress and Coping 
The Transactional Model of Stress and Coping 
proposes that stress arises from dynamic 
interactions between individuals and their 
environments. According to this perspective, 
stress is not solely determined by external 
demands but also by how individuals cognitively 
appraise those demands and evaluate their 
available coping resources. When workplace 
demands are perceived as exceeding personal 
capabilities, stress responses emerge. Coping 
strategies subsequently influence psychological 
outcomes by moderating the impact of stressors 
on well-being. 
 
This framework is particularly relevant for 
technology professionals because employees may 
interpret identical workplace demands differently 
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depending on experience, resilience, 
organizational support, and coping capabilities. 
 
1.4.2 Job Demands–Resources Model 
The Job Demands–Resources (JD-R) model 
explains occupational stress and burnout as 
outcomes of imbalances between job demands 
and available resources. Job demands include 
workload, time pressure, emotional demands, 
cognitive complexity, and responsibility. Job 
resources include autonomy, organizational 
support, social support, training opportunities, 
and recovery mechanisms. 
 
Within IT and cybersecurity environments, 
professionals frequently encounter high job 
demands, including complex technical 
responsibilities, incident response obligations, and 
continuous monitoring requirements. When 
organizational resources are insufficient to offset 
these demands, employees become increasingly 
vulnerable to burnout and psychological strain. 
 
1.4.3 Conservation of Resources Theory 
Conservation of Resources (COR) Theory suggests 
that individuals strive to acquire, maintain, and 
protect valued resources such as energy, time, 
social support, and psychological well-being. 
Stress occurs when resources are threatened, lost, 
or insufficiently replenished. Prolonged exposure 
to workplace demands may deplete psychological 
resources, increasing susceptibility to burnout and 
emotional exhaustion. 
 
The theory is particularly useful for understanding 
why cybersecurity professionals may experience 
elevated stress levels. Continuous vigilance, 
prolonged incident response activities, and 
frequent disruptions can gradually erode 
psychological resources, making recovery 
increasingly difficult. 
 
1.5 Research Gap 
Although occupational stress and burnout have 
received considerable scholarly attention, several 
important gaps remain. First, much of the existing 
literature focuses broadly on occupational groups 
or general IT employees, with comparatively 

limited attention devoted specifically to 
cybersecurity professionals. Given the unique 
demands associated with cybersecurity roles, 
findings from general occupational studies may 
not adequately capture their experiences. 
 
Second, many studies investigate occupational 
stress or burnout independently, without 
simultaneously examining coping strategies. This 
fragmented approach limits understanding of the 
mechanisms through which employees adapt to 
workplace stressors. 
 
Third, most empirical evidence originates from 
Western contexts. Cultural differences, 
organizational practices, work expectations, and 
social support systems may influence occupational 
stress experiences differently across countries. 
Consequently, there is a need for context-specific 
research examining these relationships within the 
Indian technology sector. 
 
Fourth, limited research has focused on Bengaluru 
despite its position as India's leading technology 
hub. Understanding psychological well-being 
among professionals working within this 
environment can provide valuable insights for 
organizational policy development and employee 
support initiatives. 
 
1.6 Objectives of the Study 
The present study was designed to achieve the 
following objectives: 

1. To examine the relationship between 
occupational stress and burnout among IT 
and cybersecurity professionals. 

2. To investigate the influence of adaptive 
and maladaptive coping strategies on 
burnout outcomes. 

3. To compare occupational stress and 
burnout levels between IT professionals 
and cybersecurity professionals. 

4. To identify workplace factors contributing 
to occupational stress and explore 
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organizational interventions that may 
support employee well-being. 

1.7 Research Hypotheses 
Based on the theoretical foundations and existing 
literature, the following hypotheses were 
proposed: 

• H1: Occupational stress is positively 
associated with burnout among IT and 
cybersecurity professionals. 

• H2: Adaptive coping strategies are 
associated with lower burnout levels, 
whereas maladaptive coping strategies are 
associated with higher burnout levels. 

• H3: Cybersecurity professionals report 
significantly higher levels of occupational 
stress and burnout than IT professionals. 

1.8 Significance of the Study 
The study contributes to occupational health 
psychology by extending contemporary 
understanding of occupational stress and coping 
processes within technology-intensive 
professions. It provides empirical evidence from 
the Indian context, addresses gaps in 
cybersecurity workforce research, and offers 
practical insights for organizations seeking to 
promote employee well-being. The findings may 
assist organizational leaders, human resource 
professionals, and mental health practitioners in 
designing evidence-based interventions aimed at 
reducing stress, preventing burnout, and 
strengthening psychological resilience among 
technology professionals. 
 
Furthermore, the study contributes to the growing 
discourse surrounding sustainable workforce 
management in high-demand digital 
environments. As organizations continue to 
expand their reliance on technology and 
cybersecurity capabilities, protecting employee 
well-being becomes increasingly important for 
maintaining productivity, engagement, 
innovation, and long-term organizational 
effectiveness. 

II. REVIEW OF LITERATURE 

2.1 Introduction 
Occupational stress has become a major concern 
in contemporary organizations due to its impact 
on employee well-being, job performance, 
organizational commitment, and long-term 
mental health. The increasing reliance on digital 
technologies, remote working environments, and 
cybersecurity infrastructures has intensified 
workplace demands, particularly among 
technology professionals. Information Technology 
(IT) and cybersecurity professionals operate within 
environments characterized by rapid 
technological change, continuous learning 
requirements, high accountability, and increasing 
performance expectations. Consequently, 
understanding the relationships among 
occupational stress, burnout, and coping 
strategies has become an important area of 
inquiry within occupational health psychology. 
 
The present review synthesizes existing literature 
related to occupational stress, burnout, and 
coping strategies, with particular emphasis on 
technology-intensive occupations. It further 
examines theoretical perspectives that explain 
stress experiences and identifies research gaps 
that justify the current investigation. 
 
2.2 Occupational Stress: Concept and 
Contemporary Perspectives 
Occupational stress refers to the psychological, 
emotional, and physiological responses that arise 
when employees perceive a mismatch between 
workplace demands and their available resources 
or coping capacities. Occupational stress is 
increasingly recognized as one of the most 
significant challenges affecting employee well-
being across industries (Quick & Henderson, 
2016). 
 
The nature of occupational stress has evolved 
substantially in the digital era. Contemporary 
workplaces require employees to manage 
increasing workloads, information overload, 
technological complexity, and constant 
connectivity. Technology professionals often 
experience "technostress," a phenomenon 
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describing stress resulting from the inability to 
effectively adapt to technological demands 
(Tarafdar et al., 2019). 
 
Recent studies indicate that occupational stress is 
strongly associated with reduced job satisfaction, 
lower productivity, absenteeism, psychological 
distress, and turnover intentions (Parent-
Lamarche & Marchand, 2022). Employees exposed 
to prolonged workplace stress are more likely to 
experience emotional exhaustion, anxiety, sleep 
disturbances, and cognitive fatigue (Venz & Pundt, 
2021). 
 
Within technology professions, occupational 
stress is often amplified by project deadlines, role 
ambiguity, continuous system monitoring, client 
expectations, and rapidly changing technological 
requirements (Riedl, 2023). The increasing 
integration of artificial intelligence, cloud 
computing, and cybersecurity frameworks has 
further intensified cognitive demands placed upon 
professionals working in these sectors. 
 
2.3 Burnout as a Consequence of Chronic 
Occupational Stress 
Burnout is widely recognized as one of the most 
serious outcomes of prolonged occupational 
stress. The World Health Organization (WHO, 
2019) classified burnout as an occupational 
phenomenon characterized by emotional 
exhaustion, psychological detachment, and 
reduced professional efficacy. 
 
According to Maslach and Leiter (2021), burnout 
develops gradually when employees experience 
sustained exposure to workplace demands 
without adequate opportunities for recovery and 
resource replenishment. Burnout negatively 
affects employee engagement, job performance, 
organizational commitment, and mental health 
outcomes. 
 
Contemporary research has identified burnout as 
a multidimensional construct involving 
exhaustion, disengagement, cynicism, and 
reduced work effectiveness (Schaufeli, De Witte, & 
Desart, 2020). Burnout has been linked to 

depression, anxiety, cardiovascular health 
concerns, reduced workplace productivity, and 
increased turnover intentions (Salvagioni et al., 
2017). 
 
Recent occupational health studies demonstrate 
that burnout remains prevalent among knowledge 
workers and technology professionals. Employees 
working in high-demand digital environments 
frequently report elevated levels of emotional 
exhaustion and work disengagement due to 
excessive workloads and continuous performance 
pressure (Montgomery et al., 2023). 
 
Furthermore, burnout has significant 
organizational implications. Burned-out 
employees often exhibit lower creativity, reduced 
collaboration, diminished innovation, and 
impaired decision-making abilities (Bakker & 
Demerouti, 2017). These outcomes are 
particularly problematic in technology-dependent 
occupations where sustained attention and 
cognitive functioning are essential. 
 
2.4 Occupational Stress among Information 
Technology Professionals 
The IT sector has experienced rapid expansion 
over the past two decades, accompanied by 
increasing concerns regarding employee well-
being. Information technology professionals are 
responsible for software development, 
infrastructure management, technical support, 
database administration, cloud computing, and 
digital transformation initiatives. These 
responsibilities often involve high workloads, 
frequent technological updates, and strict project 
timelines. 
 
Research consistently demonstrates that IT 
professionals experience moderate to high levels 
of occupational stress. Jena and Pradhan (2018) 
found that excessive workloads, deadline 
pressure, and work-life imbalance significantly 
contribute to stress among IT employees. Similar 
findings were reported by Kaur and Sharma 
(2021), who observed that prolonged screen 
exposure, remote work demands, and role 
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ambiguity increased psychological strain among 
technology workers. 
 
The COVID-19 pandemic further intensified 
occupational stress within the IT workforce. 
Remote work arrangements blurred boundaries 
between professional and personal life, increasing 
workload expectations and reducing opportunities 
for psychological recovery (Kniffin et al., 2021). 
Employees frequently reported difficulties 
disconnecting from work, resulting in increased 
fatigue and emotional exhaustion. 
 
Recent evidence suggests that IT professionals 
increasingly experience cognitive overload due to 
constant multitasking, information processing 
demands, and digital communication 
requirements (Wang et al., 2024). Such demands 
contribute to technostress and may increase 
vulnerability to burnout if not effectively 
managed. 
 
2.5 Occupational Stress among Cybersecurity 
Professionals 
Cybersecurity professionals represent a unique 
occupational group exposed to distinctive 
workplace demands. Unlike many IT roles, 
cybersecurity work involves protecting 
organizations against persistent and evolving 
digital threats. Security analysts, incident 
responders, penetration testers, and threat 
intelligence professionals frequently operate 
under conditions of uncertainty, urgency, and high 
accountability. 
 
Recent industry surveys indicate that 
cybersecurity professionals experience 
substantially higher stress levels than many other 
technology occupations (ISC², 2024). Workforce 
shortages, increasing cyberattack frequency, and 
expanding organizational vulnerabilities have 
intensified pressure on cybersecurity teams 
globally. 
 
Pflügner, Wiesche, and Krcmar (2024) found that 
job demands significantly predict burnout and 
turnover intentions among cybersecurity 
professionals. Their study demonstrated that 

excessive workloads, threat monitoring 
responsibilities, and unrealistic organizational 
expectations contribute to emotional exhaustion 
and psychological strain. 
 
Similarly, D'Arcy et al. (2023) reported that 
cybersecurity employees frequently experience 
chronic vigilance fatigue due to the requirement 
for continuous monitoring and rapid incident 
response. Unlike traditional IT functions, 
cybersecurity professionals often remain 
psychologically engaged even outside standard 
working hours due to the unpredictable nature of 
cyber threats. 
 
The literature further suggests that cybersecurity 
professionals are more likely to experience work-
related anxiety associated with organizational risk 
exposure and accountability for security incidents 
(Ahmad et al., 2023). These unique occupational 
demands justify dedicated investigation into stress 
and burnout within cybersecurity environments. 
 
2.6 Coping Strategies and Psychological Well-
Being 
Coping strategies play a crucial role in determining 
how individuals respond to occupational stressors. 
Lazarus and Folkman (1984) defined coping as 
cognitive and behavioral efforts aimed at 
managing stressful demands that exceed available 
resources. 
 
Researchers generally categorize coping strategies 
into adaptive and maladaptive forms. Adaptive 
coping strategies include problem-solving, 
planning, positive reframing, acceptance, and 
seeking social support. These approaches facilitate 
effective stress management and contribute to 
psychological resilience (Carver & Connor-Smith, 
2010). 
 
Maladaptive coping strategies include avoidance, 
denial, behavioral disengagement, self-blame, and 
substance use. Although such strategies may 
provide temporary emotional relief, they often fail 
to address underlying stressors and may 
exacerbate long-term psychological difficulties 
(Compas et al., 2017). 
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Recent occupational studies demonstrate that 
adaptive coping is associated with lower stress 
levels, reduced burnout, and higher workplace 
well-being (Park et al., 2022). Employees who 
engage in problem-focused coping generally 
report greater job satisfaction and resilience 
compared to those relying on avoidance-based 
coping mechanisms. 
 
Within technology professions, adaptive coping 
strategies are particularly important because 
employees frequently encounter complex 
technical challenges and high-pressure situations. 
Effective coping may reduce vulnerability to 
stress-related outcomes and support sustainable 
occupational functioning (Brougham & Haar, 
2020). 
 
2.7 Job Demands–Resources (JD-R) Model 
The Job Demands–Resources (JD-R) model 
provides one of the most influential frameworks 
for understanding occupational stress and 
burnout. According to Bakker and Demerouti 
(2017), burnout emerges when job demands 
consistently exceed available resources. 
 
Job demands refer to aspects of work requiring 
sustained effort, including workload, time 
pressure, emotional demands, and cognitive 
complexity. Job resources include organizational 
support, autonomy, training opportunities, social 
support, and opportunities for recovery. 
 
Numerous studies have validated the JD-R model 
across occupational contexts (Lesener et al., 
2020). Employees exposed to high demands and 
limited resources are significantly more likely to 
experience stress and burnout. Conversely, 
adequate resources can buffer the negative 
effects of demanding work environments. 
 
The model is particularly relevant for IT and 
cybersecurity professions because employees 
frequently encounter substantial job demands 
while relying on organizational resources to 
maintain performance and psychological well-
being. 
 

2.8 Transactional Model of Stress and Coping 
The Transactional Model of Stress and Coping 
emphasizes cognitive appraisal processes in 
determining stress experiences (Lazarus & 
Folkman, 1984). According to this framework, 
stress is not solely determined by environmental 
demands but also by how individuals interpret and 
evaluate those demands. 
 
Primary appraisal involves evaluating whether a 
situation is threatening, challenging, or benign. 
Secondary appraisal involves assessing available 
coping resources and response options. Coping 
strategies subsequently influence psychological 
outcomes. 
 
Recent studies continue to support the relevance 
of appraisal processes in occupational settings 
(Biggs et al., 2017). Employees who perceive 
workplace demands as manageable challenges are 
more likely to adopt adaptive coping strategies 
and maintain psychological well-being. 
 
This framework provides a useful lens for 
understanding variability in stress responses 
among IT and cybersecurity professionals exposed 
to similar workplace demands. 
 
2.9 Conservation of Resources Theory 
Conservation of Resources (COR) Theory proposes 
that individuals seek to acquire, maintain, and 
protect valued resources, including energy, time, 
social support, and psychological well-being 
(Hobfoll et al., 2018). 
 
Stress occurs when resources are threatened, lost, 
or insufficiently replenished. Employees 
experiencing continuous resource depletion 
become increasingly vulnerable to burnout and 
psychological distress. Recovery opportunities, 
organizational support, and adaptive coping 
mechanisms help preserve resources and promote 
resilience. 
 
Recent occupational research confirms that 
resource loss remains a strong predictor of 
burnout across professions (Halbesleben et al., 
2023). Technology professionals operating in high-
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demand environments may be particularly 
susceptible to resource depletion due to 
continuous cognitive engagement and 
performance pressure. 
 
2.10 Synthesis of Literature 
The reviewed literature consistently demonstrates 
that occupational stress is a significant challenge 
within technology-intensive professions. Both IT 
and cybersecurity professionals face increasing 
workplace demands associated with digital 
transformation, technological complexity, and 
evolving organizational expectations. Chronic 
occupational stress contributes to burnout, while 
coping strategies influence the extent to which 
employees experience negative psychological 
outcomes. 

 
Although substantial evidence supports 
relationships among stress, burnout, and coping, 
several gaps remain. Research focusing specifically 
on cybersecurity professionals remains limited, 
particularly within developing economies. 
Additionally, relatively few studies have 
simultaneously examined occupational stress, 
burnout, and coping strategies within a unified 
framework. The present study addresses these 
gaps by investigating these relationships among IT 
and cybersecurity professionals in Bengaluru, 
India. 
 
2.11 Literature Review Matrix 
Table 1. Summary of Key Studies Related to 
Occupational Stress, Burnout, and Coping 

Author(s) Year Country Sample 
Variables 
Studied 

Key Findings Research Gap 

Parent-
Lamarche & 
Marchand 

2022 Canada 
1,946 
employees 

Stress, Well-
being 

High occupational 
stress reduced 
psychological 
well-being 

Not 
technology-
specific 

Venz & Pundt 2021 Germany 742 employees 
Job Demands, 
Stress 

Work demands 
significantly 
predicted stress 

No coping 
analysis 

Wang et al. 2024 China 
618 IT 
employees 

Technostress, 
Burnout 

Technostress 
positively 
influenced 
burnout 

No 
cybersecurity 
focus 

Ahmad et al. 2023 UAE 
322 
cybersecurity 
staff 

Cybersecurity 
stress 

Continuous 
monitoring 
increased stress 
levels 

Limited coping 
investigation 

D'Arcy et al. 2023 USA 
401 security 
analysts 

Vigilance 
fatigue 

Security 
monitoring 
caused cognitive 
exhaustion 

Limited non-
Western data 

Pflügner et al. 2024 Germany 
487 
cybersecurity 
professionals 

Burnout, 
Turnover 

Burnout predicted 
turnover 
intentions 

No Indian 
context 
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Brougham & 
Haar 

2020 
New 
Zealand 

505 employees 
Coping, Well-
being 

Adaptive coping 
reduced 
psychological 
distress 

Not 
technology-
specific 

Park et al. 2022 
South 
Korea 

580 
professionals 

Coping, 
Burnout 

Problem-focused 
coping reduced 
burnout 

No 
cybersecurity 
sample 

Halbesleben et 
al. 

2023 USA 
810 
professionals 

Resource Loss, 
Burnout 

Resource 
depletion 
increased burnout 

Limited 
occupational 
comparison 

Montgomery 
et al. 

2023 UK 
390 IT 
professionals 

Burnout, 
Workload 

Work overload 
predicted 
emotional 
exhaustion 

No 
cybersecurity 
comparison 

ISC² Workforce 
Study 

2024 Global 
14,865 
professionals 

Cybersecurity 
Workforce 
Stress 

Workforce 
shortages 
increased burnout 
risk 

Limited 
psychological 
measures 

Lesener et al. 2020 Europe Meta-analysis JD-R Model 
Job demands 
strongly predicted 
burnout 

Limited IT-
specific 
evidence 

Interpretation 
The literature consistently demonstrates that 
occupational stress remains a major challenge 
across knowledge-intensive professions. Emerging 
evidence indicates that cybersecurity 
professionals experience additional psychological 
demands arising from continuous threat 
monitoring, incident response obligations, and 
workforce shortages. While stress and burnout 
have been examined independently, relatively few 

studies integrate occupational stress, burnout, 
and coping strategies within a single empirical 
framework. Furthermore, limited evidence exists 
from the Indian technology sector, particularly 
Bengaluru, which serves as India's largest 
technology hub. 
 
2.12 Research Gap Matrix 
Table 2. Identification of Research Gaps 

Existing Evidence Limitation Research Gap Current Study Contribution 

Occupational stress 
widely studied 

Mostly generic 
occupations 

Limited technology-
specific evidence 

Focuses on IT and 
cybersecurity professionals 

Burnout extensively 
researched 

Primarily Western 
samples 

Limited Indian evidence Provides Indian empirical data 

Cybersecurity workforce 
studies increasing 

Mostly industry 
reports 

Limited psychological 
assessment 

Uses validated psychological 
scales 
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Coping studies available Often examined 
independently 

Lack of integrated 
models 

Examines stress, burnout, and 
coping simultaneously 

Technology stress 
literature growing 

Limited cybersecurity 
comparisons 

Few direct IT–
Cybersecurity 
comparisons 

Comparative occupational 
analysis 

Organizational studies 
available 

Limited practical 
frameworks 

Lack of intervention-
oriented evidence 

Develops occupational well-
being framework 

Burnout research 
expanding 

Few studies in 
Bengaluru 

Regional research 
scarcity 

Focus on Bengaluru 
technology workforce 

Research Gap Statement 
Although previous studies have established the 
prevalence of occupational stress and burnout 
among technology professionals, several 
important gaps remain. First, cybersecurity 
professionals continue to be underrepresented 
within occupational health research despite 
increasing recognition of their unique job 
demands. Second, most studies examine stress, 
burnout, or coping independently rather than 
investigating their interrelationships within a 
comprehensive framework. Third, evidence from 
the Indian context remains limited, particularly 
within Bengaluru's technology ecosystem. Finally, 
there is a lack of practical frameworks that 
integrate psychological and organizational factors 
influencing occupational well-being among 
technology professionals. The present study 
addresses these gaps by examining occupational 

stress, burnout, and coping strategies among IT 
and cybersecurity professionals using validated 
psychological measures and a comparative 
analytical approach. 
 
2.13 Conceptual Framework 
To guide the empirical investigation, a conceptual 
framework was developed integrating 
occupational stress, burnout, coping strategies, 
and professional role. The framework draws upon 
the Job Demands–Resources Model, Transactional 
Model of Stress and Coping, and Conservation of 
Resources Theory. It proposes that occupational 
stress serves as a central predictor of burnout, 
while coping strategies influence employees' 
psychological adaptation to workplace demands. 
Figure 1. Conceptual Framework of Occupational 
Stress, Burnout, and Coping Strategies 
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The framework proposes that occupational stress 
functions as the primary predictor of burnout 
among technology professionals. Coping 
strategies influence the strength and direction of 
this relationship. Adaptive coping strategies are 
expected to reduce the negative effects of 
occupational stress, whereas maladaptive coping 
strategies may amplify burnout symptoms. 
Additionally, occupational role (IT versus 
Cybersecurity) is expected to influence perceived 
stress levels due to differences in job demands and 
responsibility. 
 
2.14 Hypotheses Development 
 
Occupational Stress and Burnout 
The Job Demands–Resources model suggests that 
sustained exposure to workplace demands 
without adequate recovery opportunities 
contributes to burnout development (Bakker & 
Demerouti, 2017). Technology professionals 
frequently encounter high workloads, continuous 
learning requirements, and performance 
pressure. Previous studies have demonstrated a 
positive relationship between occupational stress 
and burnout across occupational groups (Parent-
Lamarche & Marchand, 2022; Montgomery et al., 
2023). Accordingly, the following hypothesis was 
proposed: 
 
H1 : Occupational stress is positively associated 
with burnout among IT and cybersecurity 
professionals. 
 
Coping Strategies and Burnout 
The Transactional Model of Stress and Coping 
emphasizes the importance of coping mechanisms 
in shaping responses to workplace stressors 
(Lazarus & Folkman, 1984). Adaptive coping 
strategies such as planning, problem-solving, and 
seeking social support have been associated with 
reduced psychological distress and improved 
resilience (Park et al., 2022). In contrast, 
maladaptive coping strategies including 
avoidance, denial, and behavioral disengagement 
have been linked to increased burnout and 
emotional exhaustion (Compas et al., 2017). 

H2 : Adaptive coping strategies are associated with 
lower burnout levels, whereas maladaptive coping 
strategies are associated with higher burnout 
levels among IT and cybersecurity professionals. 
 
Occupational Role and Stress 
Cybersecurity professionals operate within 
environments characterized by continuous threat 
monitoring, incident response responsibilities, 
and heightened organizational accountability. 
These unique demands distinguish cybersecurity 
work from many traditional IT functions. Recent 
studies have reported elevated stress levels 
among cybersecurity professionals relative to 
other technology occupations (Pflügner et al., 
2024; ISC², 2024). 
 
H3 : Cybersecurity professionals report 
significantly higher occupational stress and 
burnout levels than IT professionals. 
 
The literature reviewed in this chapter 
demonstrates that occupational stress, burnout, 
and coping strategies represent critical 
psychological concerns within technology-
intensive occupations. Existing evidence suggests 
that cybersecurity professionals face particularly 
demanding work environments characterized by 
sustained vigilance and elevated responsibility. 
Although previous research has examined 
individual aspects of stress, burnout, and coping, 
important gaps remain regarding their integrated 
relationships within the Indian technology sector. 
Guided by established theoretical frameworks and 
identified research gaps, the present study seeks 
to contribute to occupational health psychology 
by investigating these relationships among IT and 
cybersecurity professionals in Bengaluru. 

III. RESEARCH METHODOLOGY 

3.1 Introduction 
This chapter outlines the methodological 
framework adopted to investigate occupational 
stress, burnout, and coping strategies among 
Information Technology (IT) and cybersecurity 
professionals in Bengaluru, India. The 
methodology was designed to examine the 
relationships among occupational stress, burnout, 
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and coping mechanisms while comparing stress 
experiences across professional groups. The 
chapter describes the research design, study 
setting, population, sampling strategy, 
instruments, data collection procedures, ethical 
considerations, and statistical analysis techniques 
employed in the study. 
 
The methodological approach was guided by the 
Job Demands–Resources (JD-R) Model, the 
Transactional Model of Stress and Coping, and 
Conservation of Resources (COR) Theory, which 
collectively provide a robust framework for 
understanding occupational stress and employee 
well-being in technology-intensive occupations. 
 
3.2 Research Design 
The study employed a quantitative cross-sectional 
survey design. A cross-sectional approach was 
considered appropriate because it allows the 
collection of data from participants at a single 
point in time while examining relationships among 
multiple psychological variables. 
 
The quantitative approach was selected for 
several reasons: 

1. It facilitates objective measurement of 
occupational stress, burnout, and coping 
strategies using standardized psychological 
instruments. 

2. It enables statistical testing of theoretically 
derived hypotheses. 

3. It allows comparison between IT and 
cybersecurity professionals. 

4. It supports the identification of significant 
predictors of occupational stress and 
burnout. 

5. It enhances reliability, replicability, and 
generalizability of findings. 

Cross-sectional survey research has been widely 
utilized in occupational health psychology because 
it efficiently captures workplace experiences and 
psychological outcomes among working 
populations. 

3.3 Research Paradigm 
The study was conducted within a positivist 
research paradigm. Positivism assumes that 
psychological phenomena can be measured 
objectively through empirical observation and 
statistical analysis. This paradigm emphasizes 
quantifiable evidence, hypothesis testing, and 
systematic examination of relationships among 
variables. 
 
The positivist approach aligns with the objectives 
of the present study, which seeks to quantify 
occupational stress, burnout, and coping 
strategies using validated psychological scales and 
determine statistically significant relationships 
among these constructs. 
 
3.4 Study Setting 
The study was conducted among IT and 
cybersecurity professionals working in Bengaluru, 
Karnataka, India. 
 
Bengaluru was selected because it represents 
India's largest technology ecosystem and hosts a 
substantial concentration of: 

• Information Technology companies 
• Software development organizations 
• Global Capability Centers (GCCs) 
• Cybersecurity firms 
• Technology start-ups 
• Multinational corporations 

The city provides an appropriate context for 
examining occupational stress because 
professionals frequently work in highly 
competitive, innovation-driven, and performance-
oriented environments. 
 
3.5 Target Population 
The target population comprised professionals 
employed in Information Technology and 
Cybersecurity functions. 
 
The population included: 
IT Professionals 

• Software Engineers 
• Software Developers 
• Systems Analysts 
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• Database Administrators 
• Cloud Engineers 
• Infrastructure Specialists 
• Technical Support Professionals 

Cybersecurity Professionals 
• Security Analysts 
• Incident Responders 
• Threat Intelligence Analysts 
• Ethical Hackers 
• Penetration Testers 
• Security Architects 
• Security Operations Center (SOC) 

Personnel 

These groups were selected because both 
operate within technology-intensive 
environments but differ substantially in the 
nature of job demands and responsibilities. 
 
3.6 Inclusion and Exclusion Criteria 
Inclusion Criteria 
Participants were eligible if they: 

• Were at least 21 years of age. 
• Were employed full-time in IT or 

cybersecurity roles. 
• Had a minimum of one year of 

professional work experience. 
• Were currently employed in Bengaluru-

based organizations. 
• Were able to understand and respond in 

English. 
• Provided informed consent for 

participation. 

Exclusion Criteria 
Participants were excluded if they: 

• Were interns or trainees. 
• Worked part-time or on temporary 

assignments. 
• Had less than one year of professional 

experience. 
• Submitted incomplete survey responses. 
• Declined informed consent. 

3.7 Sampling Technique 
A purposive sampling technique was employed. 
Purposive sampling was considered appropriate 
because the study required participants 
possessing specific professional characteristics 
relevant to the research objectives. 
The sampling strategy ensured inclusion of 
professionals from both occupational categories: 

• Information Technology Professionals 
• Cybersecurity Professionals 

Survey invitations were distributed through: 
• Professional networking platforms 
• LinkedIn professional groups 
• Technology communities 
• Cybersecurity forums 
• Organizational referrals 

This approach facilitated access to participants 
with relevant occupational experience. 
 
3.8 Sample Size 
The final sample consisted of 120 valid responses. 
 
Distribution of Participants 

Professional Group Frequency Percentage 

IT Professionals 70 58.3% 

Cybersecurity 
Professionals 

50 41.7% 

Total 120 100% 

The sample size was considered adequate for: 
• Reliability Analysis 
• Correlation Analysis 
• Independent Samples t-tests 
• Multiple Regression Analysis 
• Group Comparisons 

The dataset contained no missing values and no 
duplicate records, supporting the integrity of 
statistical analyses. 
 
3.9 Variables of the Study 
Independent Variables 

• Occupational Stress 
• Adaptive Coping Strategies 
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• Maladaptive Coping Strategies 
• Professional Role (IT vs Cybersecurity) 

Dependent Variable 
• Burnout 

Control Variables 
• Age 
• Gender 
• Years of Experience 
• Working Hours 
• Work Mode 
• Organizational Type 
• On-call Responsibilities 
• Stress Management Training 

3.10 Instruments Used 
The study employed three standardized 
psychological instruments. 
 
3.10.1 Perceived Stress Scale (PSS-10) 
Occupational stress was assessed using the 
Perceived Stress Scale (PSS-10) developed by 
Cohen, Kamarck, and Mermelstein (1983). 
 
Description 
The instrument consists of 10 items measuring 
perceived stress during the previous month. 
 
Response Format 
Five-point Likert Scale: 
0 = Never, 1 = Almost Never, 2 = Sometimes, 3 = 
Fairly Often, 4 = Very Often 
 
Scoring 
Four positively worded items were reverse-
scored before calculating total stress scores. 
Higher scores indicate greater perceived 
occupational stress. 
 
Reliability 
The scale demonstrated strong internal 
consistency: 
Cronbach's Alpha = .845 
This exceeds the recommended threshold of .70 
and indicates good reliability. 
 
3.10.2 Oldenburg Burnout Inventory (OLBI) 

Burnout was measured using the Oldenburg 
Burnout Inventory (OLBI). 
Description 
The OLBI contains 16 items measuring two 
dimensions: 

• Exhaustion 
• Disengagement 

Response Format 
Five-point Likert Scale: 
1 = Strongly Agree , 2 = Agree, 3 = Neutral, 4 = 
Disagree, 5 = Strongly Disagree 
 
Scoring 
Positively worded items were reverse-coded 
according to established OLBI scoring procedures. 
Higher scores indicate greater burnout. 
 
Reliability 
Following appropriate reverse scoring, the OLBI 
demonstrated excellent reliability: 
Cronbach's Alpha = .914 
 
This indicates excellent internal consistency and 
suitability for occupational burnout assessment. 
 
3.10.3 Brief COPE Inventory 
Coping strategies were assessed using the Brief 
COPE Inventory developed by Carver (1997). 
 
Description 
The instrument consists of 28 items measuring 
adaptive and maladaptive coping responses. 
 
Adaptive Coping Dimensions 

• Active Coping 
• Planning 
• Positive Reframing 
• Acceptance 
• Emotional Support 
• Instrumental Support 
• Religion 

Maladaptive Coping Dimensions 
• Denial 
• Self-Blame 
• Behavioral Disengagement 
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• Venting 
• Substance Use 
• Avoidance Behaviors 

Response Format 
Four-point Likert Scale: 
1 = I haven't been doing this at all, 2 = I've been 
doing this a little bit 
3 = I've been doing this a medium amount, 4 = 
I've been doing this a lot 
 
Reliability 
Adaptive Coping: 
Cronbach's Alpha = .893 
Maladaptive Coping: 
Cronbach's Alpha = .867 
Both values indicate strong reliability. 
 
3.11 Pilot Testing 
Prior to the main survey administration, the 
questionnaire was reviewed for clarity, language 
appropriateness, and content relevance. 
Pilot participants provided feedback regarding: 

• Clarity of instructions 
• Item comprehension 
• Survey length 
• Response options 

Minor formatting modifications were 
incorporated before final administration. 
 
3.12 Data Collection Procedure 
Data were collected using an online survey 
platform. 
The procedure consisted of the following steps: 
 
Step 1 
Development of the survey instrument using 
Google Forms. 
 
Step 2 
Preparation of participant information and 
informed consent documentation. 
 
Step 3 
Distribution of survey links through professional 
networks and technology communities. 
 

Step 4 
Collection of responses over a four-week period. 
 
Step 5 
Data screening for: 

• Missing values 
• Duplicate responses 
• Response completeness 

Step 6 
Data export into Microsoft Excel and IBM SPSS 
Statistics for analysis. 
 
The final dataset included 120 valid responses. 
 
3.13 Ethical Considerations 
The study adhered to ethical principles governing 
psychological research. 
 
The following safeguards were implemented: 
 
Voluntary Participation 
Participation was entirely voluntary. 
 
Informed Consent 
Participants provided informed consent before 
beginning the survey. 
 
Confidentiality 
No personally identifiable information was 
collected. 
 
Anonymity 
Survey responses were anonymous. 
 
Right to Withdraw 
Participants could discontinue participation at 
any stage without penalty. 
 
Data Security 
Data were stored securely and used solely for 
academic purposes. 
 
Non-Maleficence 
Survey items posed minimal psychological risk to 
participants. 
 
3.14 Data Analysis Strategy 
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Data analysis was conducted using IBM SPSS 
Statistics. 
 
The following analytical procedures were 
employed. 
 
Descriptive Statistics 
Used to summarize: 

• Means 
• Standard Deviations 
• Frequencies 
• Percentages 

Reliability Analysis 
Cronbach's Alpha coefficients were computed to 
evaluate internal consistency. 
Acceptable threshold: 
α ≥ .70 
 
Pearson Correlation Analysis 
Used to examine relationships among: 

• Occupational Stress 
• Burnout 
• Adaptive Coping 
• Maladaptive Coping 

Independent Samples t-Test 
Used to compare: 

• IT Professionals 
• Cybersecurity Professionals 
• with respect to: 
• Occupational Stress 
• Burnout 
• Coping Strategies 

Multiple Regression Analysis 
Regression models were conducted to determine: 

• Predictors of Burnout 
• Predictors of Occupational Stress 
• Relative contribution of coping strategies 

Qualitative Thematic Analysis 
• Open-ended responses were reviewed 

and categorized into recurring themes. 
• Thematic frequencies were generated to 

complement quantitative findings. 

This chapter presented the methodological 
framework used to investigate occupational 
stress, burnout, and coping strategies among IT 
and cybersecurity professionals in Bengaluru. A 
quantitative cross-sectional design was employed 
using standardized psychological instruments and 
a sample of 120 professionals. Appropriate ethical 
safeguards, reliability assessments, and statistical 
procedures were implemented to ensure 
methodological rigor. The next chapter presents 
the results of the statistical analyses and 
interpretation of findings. 

IV. RESULTS AND ANALYSIS 

4.1 Introduction 
This chapter presents the results of the statistical 
analyses conducted to examine occupational 
stress, burnout, and coping strategies among IT 
and cybersecurity professionals in Bengaluru. The 
analysis was performed using IBM SPSS Statistics 
and includes descriptive statistics, reliability 
analysis, correlation analysis, independent 
samples t-tests, regression analysis, and 
qualitative thematic analysis. The findings are 
presented in alignment with the study objectives 
and hypotheses. 
 
The final dataset consisted of 120 valid responses, 
with no missing values or duplicate entries, 
ensuring the integrity and reliability of the 
analytical outcomes. The chapter concludes with 
hypothesis testing results and interpretation of 
the key findings. 
 
4.2 Data Quality Assessment 
Before conducting inferential analyses, the 
dataset was screened for completeness, missing 
values, duplicate records, and response 
consistency. 
Table 4.1. Data Quality Assessment 

Indicator Result 

Total Responses 
Received 

120 

Valid Responses 120 



 
Research Article       | ISSN: 3108-3021 

 

 

 

Vol 1 | Issue 4 | August, 2026 www.cortexplore.org 108 
 

Missing Values 0 

Duplicate Responses 0 

Usable Response Rate 100% 

Survey Period 25 Jan 2026 – 22 Feb 
2026 

 
Interpretation 
The dataset demonstrated excellent quality, with 
all responses meeting inclusion criteria. No 
missing values or duplicate entries were identified, 
eliminating the need for data imputation or record 
removal. Consequently, all 120 responses were 
included in subsequent analyses. 
 
4.3 Demographic Profile of Respondents 
The demographic characteristics of participants 
are summarized in Table 4.2. 
 
Table 4.2. Demographic Characteristics of 
Participants (N = 120) 

Variable Category Frequen
cy 

Percenta
ge 

Age 21–25 
Years 

13 10.8 

 
26–30 
Years 

35 29.2 

 
31–35 
Years 

38 31.7 

 
36–40 
Years 

26 21.7 

 
Above 40 
Years 

8 6.6 

Gender Male 79 65.8 
 

Female 39 32.5 
 

Prefer Not 
to Disclose 

2 1.7 

Professio
n 

IT 
Professiona
l 

70 58.3 

 
Cybersecuri
ty 
Professiona
l 

50 41.7 

Experien
ce 

1–3 Years 36 30.0 

 
4–6 Years 32 26.7 

 
7–10 Years 30 25.0 

 
More Than 
10 Years 

22 18.3 

Work 
Mode 

Hybrid 58 48.3 

 
On-Site 32 26.7 

 
Remote 30 25.0 

 
Interpretation 
The sample was predominantly composed of 
professionals aged between 26 and 35 years 
(60.9%), reflecting the demographic composition 
of the technology workforce. Male participants 
represented approximately two-thirds of the 
sample, while cybersecurity professionals 
accounted for 41.7% of respondents. Nearly half 
of the participants worked in hybrid work 
arrangements, reflecting contemporary workplace 
practices within the technology sector. 
 
4.4 Descriptive Statistics 
Descriptive statistics were calculated for 
occupational stress, burnout, adaptive coping, and 
maladaptive coping. 
 
Table 4.3. Descriptive Statistics of Major 
Variables 

Variable Mea
n 

SD Minimu
m 

Maximu
m 



 
Research Article       | ISSN: 3108-3021 

 

 

 

Vol 1 | Issue 4 | August, 2026 www.cortexplore.org 109 
 

Occupation
al Stress 
(PSS) 

23.1
8 

8.2
0 

3.00 40.00 

Burnout 
(OLBI) 

3.09 0.3
4 

2.06 3.81 

Adaptive 
Coping 

2.41 0.6
7 

1.00 3.83 

Maladaptiv
e Coping 

2.47 0.6
2 

1.17 3.67 

 
Interpretation 
Participants reported moderate-to-high levels of 
occupational stress. The mean burnout score 
suggests a moderate level of occupational burnout 
across the sample. Adaptive and maladaptive 
coping scores were relatively balanced, indicating 
that participants employed both constructive and 
avoidant coping mechanisms when managing 
workplace demands. 
 
4.5 Reliability Analysis 
Reliability analysis was performed to evaluate the 
internal consistency of the measurement 
instruments. 
 
Table 4.4. Reliability Statistics 

Scale Cronbach's 
Alpha 

Interpretation 

PSS-10 .845 Good 

OLBI .914 Excellent 

Adaptive 
Coping 

.893 Excellent 

Maladaptive 
Coping 

.867 Good 

 
Interpretation 
All scales demonstrated strong internal 
consistency. The OLBI showed excellent reliability 
following appropriate reverse coding procedures. 
The reliability coefficients exceeded the 

recommended threshold of .70, indicating that the 
instruments measured their respective constructs 
consistently within the study population. 
 
4.6 Hypothesis Testing 
H1: Occupational Stress is Positively Associated 
with Burnout 
Pearson correlation analysis was conducted to 
examine the relationship between occupational 
stress and burnout. 
 
Table 4.5. Correlation between Occupational 
Stress and Burnout 

Variables r p-value 

Stress – Burnout .373 < .001 

 
Interpretation 
The analysis revealed a statistically significant 
positive relationship between occupational stress 
and burnout (r = .373, p < .001). This finding 
indicates that higher levels of occupational stress 
are associated with increased burnout among 
technology professionals. 
 
Hypothesis Decision 
H1 Supported 
The finding is consistent with the Job Demands–
Resources model and previous occupational 
health research suggesting that prolonged 
workplace stress contributes to emotional 
exhaustion and disengagement. 
 
H2: Coping Strategies and Burnout 
Pearson correlation analysis examined 
relationships between coping strategies and 
burnout. 
 
Table 4.6. Correlations between Coping Strategies 
and Burnout 

Variable Burnout (r) p-value 

Adaptive Coping -.118 .125 

Maladaptive Coping .256 .005 

 
Interpretation 
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Adaptive coping demonstrated a negative 
relationship with burnout, although the 
relationship was not statistically significant. In 
contrast, maladaptive coping exhibited a 
significant positive association with burnout. 
 
This finding suggests that avoidance-oriented 
coping behaviors may contribute to greater 
psychological exhaustion and disengagement 
among technology professionals. 
 
Hypothesis Decision 
H2 Partially Supported 
Adaptive coping showed a protective trend but did 
not emerge as a significant predictor. Maladaptive 
coping demonstrated a significant relationship 
with burnout. 
 
H3: Cybersecurity Professionals Experience 
Higher Stress and Burnout 
Independent samples t-tests were conducted to 
compare IT and cybersecurity professionals. 
 
Table 4.7. Comparison of Stress Levels by 
Profession 

Profession Mean 
Stress 

SD 

IT Professionals 21.00 7.38 

Cybersecurity 
Professionals 

26.24 8.11 

t = 3.62 
p < .001 
Cohen's d = .67 
 
Interpretation 
Cybersecurity professionals reported significantly 
higher occupational stress than IT professionals. 
The effect size indicates a moderate-to-large 
practical difference between groups. 
Hypothesis Decision 
 
H3 Supported for Occupational Stress 
 
Table 4.8. Comparison of Burnout Levels by 
Profession 

Profession Mean Burnout 

IT Professionals 3.04 

Cybersecurity Professionals 3.15 

p = .197 
 
Interpretation 
Although cybersecurity professionals reported 
slightly higher burnout levels, the difference did 
not reach statistical significance. 
 
4.7 Additional Group Comparisons 
ANOVA analyses examined the influence of 
selected demographic variables on occupational 
stress. 
 
Table 4.9. Demographic Factors Associated with 
Occupational Stress 

Variable F p 

Working Hours 1.25 .296 

Work Mode .25 .777 

Years of Experience .58 .626 

Stress Management Training 1.21 .227 

On-Call Duties 2.71 .048* 

*p < .05 
 
Interpretation 
Among all demographic factors examined, only 
on-call responsibilities demonstrated a statistically 
significant relationship with occupational stress. 
Participants with frequent on-call duties reported 
higher stress levels than those with fewer or no 
on-call obligations. 
This finding highlights the psychological burden 
associated with continuous availability and 
incident response requirements. 
 
4.8 Regression Analysis 
Multiple regression analysis was performed to 
identify predictors of burnout. 
 
Table 4.10. Multiple Regression Predicting 
Burnout 
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Predictor B β p 

Occupational Stress .013 .32 .001 

Adaptive Coping -.051 -.08 .241 

Maladaptive Coping .071 .17 .057 

Profession .042 .09 .191 

 
Model Statistics: 
R² = .151 
F(4,115) = 5.103 
p < .001 
 
Interpretation 
The overall regression model was statistically 
significant and explained approximately 15.1% of 
variance in burnout. Occupational stress emerged 
as the strongest and only statistically significant 
predictor of burnout. 
 
The findings suggest that occupational stress 
remains the primary determinant of burnout 
within technology professions. 
 
4.9 Regression Analysis Predicting Occupational 
Stress 
Table 4.11. Predictors of Occupational Stress 

Predictor B β p 

Cybersecurity Profession 3.84 .24 .006 

Adaptive Coping -.93 -.08 .316 

Maladaptive Coping 5.00 .38 < .001 

Model Statistics: 
R² = .241 
F(3,116) = 12.29 
p < .001 
 
Interpretation 
The model explained 24.1% of variance in 
occupational stress. Being employed in 
cybersecurity and utilizing maladaptive coping 
strategies significantly increased stress levels. 
Maladaptive coping emerged as the strongest 
predictor of occupational stress. 
 

4.10 Qualitative Findings 
Open-ended responses were analyzed using 
thematic analysis. 
 
Table 4.12. Major Themes Emerging from 
Participant Responses 

Theme Frequency Percentage 

Workload Pressure 35 29.2 

Threat Responsibility 33 27.5 

On-call Duties 25 20.8 

Recovery Time 
Issues 

8 6.7 

Managerial Support 
Needs 

89 74.2 

On-call Rotation 
Improvements 

64 53.3 

Fair Workload 
Distribution 

63 52.5 

 
Interpretation 
Participants consistently identified excessive 
workload, continuous monitoring responsibilities, 
and after-hours expectations as primary stressors. 
Recommendations focused on mental health 
support, workload management, improved 
staffing levels, and structured on-call systems. 
Representative participant comments emphasized 
the need for better recovery opportunities, 
supportive leadership, and realistic organizational 
expectations. 
 
4.11 Summary of Hypothesis Testing 
Table 4.13. Final Hypothesis Outcomes 

Hypothesis Result 

H1: Stress positively predicts 
burnout 

Supported 

H2: Coping strategies influence 
burnout 

Partially 
Supported 
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H3: Cybersecurity professionals 
report higher stress 

Supported 

H3: Cybersecurity professionals 
report higher burnout 

Not 
Supported 

 
The findings indicate that occupational stress 
remains a significant concern among technology 
professionals, particularly within cybersecurity 
roles. Occupational stress demonstrated a 
meaningful positive relationship with burnout, 
while maladaptive coping strategies contributed 
to higher stress and burnout levels. Cybersecurity 
professionals reported significantly greater 
occupational stress than IT professionals, 
highlighting the unique demands associated with 
cybersecurity work. Qualitative findings further 
emphasized workload pressure, on-call duties, and 
insufficient recovery opportunities as major 
contributors to psychological strain. The next 
chapter discusses these findings in relation to 
existing literature, theoretical frameworks, and 
practical implications for organizations. 

V. DISCUSSION, IMPLICATIONS, CONCLUSION, AND FUTURE 
DIRECTION 

5.1 Introduction 
The purpose of this study was to examine 
occupational stress, burnout, and coping 
strategies among Information Technology (IT) and 
cybersecurity professionals working in Bengaluru, 
India. The study further sought to compare 
occupational stress experiences between IT and 
cybersecurity professionals and identify the 
coping mechanisms associated with psychological 
well-being in technology-intensive occupations. 
 
The findings revealed moderate-to-high levels of 
occupational stress among participants, significant 
differences in stress levels between professional 
groups, and meaningful relationships among 
occupational stress, burnout, and coping 
strategies. This chapter discusses these findings in 
relation to existing theoretical frameworks and 
previous empirical research. The chapter further 
outlines practical implications, proposes an 
occupational well-being framework, identifies 

study limitations, and presents recommendations 
for future research. 
 
5.2 Discussion of Major Findings 
5.2.1 Occupational Stress and Burnout 
The first hypothesis proposed that occupational 
stress would be positively associated with burnout 
among IT and cybersecurity professionals. The 
findings supported this hypothesis, revealing a 
significant positive relationship between 
occupational stress and burnout. Participants 
reporting higher levels of perceived stress also 
reported elevated burnout scores. 
 
This finding is consistent with extensive 
occupational health literature suggesting that 
prolonged exposure to workplace demands 
contributes to emotional exhaustion, 
disengagement, and reduced occupational well-
being (Bakker & Demerouti, 2017; Schaufeli et al., 
2020). The relationship observed in the present 
study supports the proposition that occupational 
stress functions as a key antecedent of burnout 
within technology-intensive professions. 
 
The findings are particularly noteworthy given the 
nature of contemporary technology work. 
Participants reported working in environments 
characterized by tight deadlines, continuous 
technological change, performance pressure, and 
increasing expectations of availability. Such 
demands create sustained psychological strain 
that may gradually deplete emotional and 
cognitive resources, ultimately contributing to 
burnout symptoms. 
 
The results also align with recent evidence 
indicating that technology professionals are 
increasingly vulnerable to stress-related outcomes 
due to rapid digital transformation and evolving 
workplace expectations (Montgomery et al., 2023; 
Wang et al., 2024). As organizations become more 
dependent on technology infrastructure, the 
psychological burden placed upon employees 
responsible for maintaining these systems 
continues to increase. 
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The present findings therefore reinforce the 
importance of occupational stress management as 
a strategy for burnout prevention. 
 
5.2.2 Occupational Stress among Cybersecurity 
Professionals 
One of the most important findings of the study 
was the significantly higher stress levels reported 
by cybersecurity professionals compared to IT 
professionals. This finding supports the third 
hypothesis and highlights the distinctive 
psychological demands associated with 
cybersecurity occupations. 
 
Cybersecurity professionals reported substantially 
greater occupational stress despite working within 
the broader technology sector. This finding 
supports emerging evidence suggesting that 
cybersecurity work involves unique job demands 
not always experienced by traditional IT personnel 
(Pflügner et al., 2024; ISC², 2024). 
 
Several factors may explain these differences. 
First, cybersecurity professionals operate within 
environments characterized by constant vigilance 
and uncertainty. Unlike many IT roles that involve 
project-based work, cybersecurity personnel must 
continuously monitor threats, assess risks, and 
respond to incidents that may occur at any time. 
This requirement for sustained alertness can 
contribute to cognitive fatigue and psychological 
strain. 
 
Second, cybersecurity professionals often 
experience greater responsibility for 
organizational outcomes. Security breaches may 
result in substantial financial losses, reputational 
damage, legal consequences, and operational 
disruptions. Awareness of these potential 
consequences may increase psychological 
pressure and perceived stress. 
 
Third, workforce shortages within cybersecurity 
continue to place additional demands on existing 
personnel. Many organizations struggle to recruit 
qualified cybersecurity professionals, resulting in 
expanded workloads and reduced recovery 
opportunities for current employees. 

The findings therefore provide empirical support 
for recent industry concerns regarding 
psychological well-being within cybersecurity 
occupations and emphasize the need for targeted 
organizational interventions. 
 
5.2.3 The Role of Coping Strategies 
The second hypothesis proposed that adaptive 
coping strategies would be associated with lower 
burnout levels, whereas maladaptive coping 
strategies would be associated with higher 
burnout levels. 
 
The results partially supported this hypothesis. 
Adaptive coping demonstrated a protective 
tendency but did not emerge as a statistically 
significant predictor of burnout. In contrast, 
maladaptive coping strategies showed a 
significant positive relationship with both 
occupational stress and burnout. 
 
These findings suggest that the presence of 
maladaptive coping may be more influential than 
the absence of adaptive coping in determining 
psychological outcomes. Individuals who relied on 
avoidance, disengagement, denial, and self-blame 
reported significantly higher levels of stress and 
burnout. 
 
This pattern is consistent with previous research 
demonstrating that maladaptive coping strategies 
frequently intensify psychological distress by 
preventing effective problem resolution (Compas 
et al., 2017). Avoidance-oriented coping may 
provide temporary emotional relief but often fails 
to address the underlying causes of occupational 
stress. 
 
Conversely, adaptive coping strategies such as 
planning, seeking support, and positive reframing 
may contribute to resilience but may not 
completely offset the effects of high occupational 
demands when organizational stressors remain 
unresolved. 
 
These findings highlight the importance of 
organizational interventions that simultaneously 
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address workplace conditions and individual 
coping capabilities. 
 
5.2.4 On-Call Duties and Occupational Stress 
An important supplementary finding involved the 
significant relationship between on-call duties and 
occupational stress. Participants with frequent on-
call responsibilities reported higher stress levels 
than those with fewer or no on-call obligations. 
 
This finding is particularly relevant within 
cybersecurity environments where incident 
response often extends beyond standard working 
hours. Continuous availability requirements can 
disrupt personal life, reduce opportunities for 
recovery, and create persistent anticipatory 
stress. 
 
Research on recovery theory suggests that 
employees require psychological detachment 
from work to restore depleted resources and 
maintain long-term well-being (Sonnentag & Fritz, 
2015). Frequent interruptions and after-hours 
responsibilities may prevent adequate recovery, 
thereby increasing vulnerability to stress and 
burnout. 
 
The findings therefore suggest that organizations 
should carefully evaluate on-call structures and 
implement practices that support employee 
recovery and work-life balance. 
 
5.3 Integration with Theoretical Frameworks 
5.3.1 Job Demands–Resources Model 
The findings strongly support the Job Demands–
Resources (JD-R) Model. Occupational stress and 
burnout appear to emerge when workplace 
demands exceed available resources. 
Cybersecurity professionals reported higher stress 
levels, suggesting that their job demands may be 
greater than those experienced by IT 
professionals. 
 
The qualitative findings further support this 
interpretation. Participants frequently cited 
workload pressure, continuous monitoring 
responsibilities, urgent escalations, and 
insufficient recovery time as primary stressors. 

These factors represent classic job demands 
within the JD-R framework. 
 
The findings therefore provide empirical support 
for the applicability of the JD-R model within 
contemporary technology occupations. 
 
5.3.2 Transactional Model of Stress and Coping 
The results also align with the Transactional Model 
of Stress and Coping. The significant influence of 
maladaptive coping strategies demonstrates that 
individual responses to workplace demands play 
an important role in determining psychological 
outcomes. 
 
Employees experiencing similar workplace 
conditions may nevertheless exhibit different 
stress levels depending on how they appraise 
stressors and which coping strategies they 
employ. The findings suggest that coping 
processes remain important mechanisms linking 
occupational demands to burnout outcomes. 
 
5.3.3 Conservation of Resources Theory 
The study further supports Conservation of 
Resources (COR) Theory. Participants who 
experienced high occupational stress and burnout 
may have encountered progressive depletion of 
psychological resources such as energy, attention, 
and emotional resilience. 
 
Workload pressure, continuous vigilance, and 
after-hours responsibilities likely contribute to 
resource loss over time. Maladaptive coping may 
further accelerate resource depletion, increasing 
susceptibility to burnout. Conversely, adaptive 
coping may help preserve resources and support 
recovery. 
 
The findings therefore reinforce the relevance of 
resource preservation and recovery mechanisms 
in occupational health management. 
 
5.4 Practical Implications 
The findings have important implications for 
organizations, managers, human resource 
professionals, and occupational health 
practitioners. 
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Organizational Implications 
Organizations should recognize occupational 
stress as a strategic workforce issue rather than 
solely an individual concern. Effective stress 
management initiatives may improve employee 
well-being, productivity, engagement, and 
retention. 
Recommended interventions include: 

• Workload assessment and redistribution 
• Realistic project timelines 
• Workforce expansion where feasible 
• Formal mental health support programs 
• Employee assistance programs 
• Stress management workshops 
• Resilience-building initiatives 

Implications for Cybersecurity Teams 
Organizations employing cybersecurity 
professionals should implement targeted 
interventions addressing the unique demands of 
security work. 
Potential initiatives include: 

• Structured on-call rotation systems 
• Incident response staffing support 
• Post-incident recovery periods 

• Burnout monitoring programs 
• Peer-support mechanisms 
• Psychological well-being assessments 

These measures may reduce chronic stress 
exposure and support sustainable workforce 
performance. 
 
Implications for Human Resource Management 
Human resource professionals play a critical role 
in promoting occupational well-being. HR policies 
should incorporate psychological health indicators 
alongside traditional performance metrics. 
Organizations may benefit from integrating: 

• Well-being assessments 
• Employee engagement surveys 
• Burnout screening mechanisms 
• Leadership development programs 
• Mental health awareness initiatives 

into broader workforce management strategies. 
5.5 Proposed Occupational Well-Being 
Framework 
 
Figure 2. Occupational Well-Being Framework for 
Technology Professionals 

 
The proposed framework integrates findings from 
the present study with established occupational 
health theories. Occupational stress emerges as 
the central mechanism linking workplace 

demands to burnout risk. Adaptive coping, 
organizational support, leadership practices, and 
recovery opportunities function as protective 
resources that reduce vulnerability to burnout. 
The framework emphasizes the importance of 



 
Research Article       | ISSN: 3108-3021 

 

 

 

Vol 1 | Issue 4 | August, 2026 www.cortexplore.org 116 
 

simultaneously addressing organizational and 
individual determinants of psychological well-
being. 
 
5.6 Limitations of the Study 
Several limitations should be acknowledged. 
First, the cross-sectional design limits causal 
interpretation of relationships among 
occupational stress, burnout, and coping 
strategies. 
 
Second, data were collected through self-report 
measures, creating the possibility of social 
desirability and response biases. 
 
Third, the study focused exclusively on 
professionals working in Bengaluru. Findings may 
not generalize to other geographic regions or 
cultural contexts. 
 
Fourth, purposive sampling limits broader 
population generalizability. 
 
Finally, organizational variables such as leadership 
style, organizational culture, and psychological 
safety were not directly measured. 
 
Despite these limitations, the study provides 
meaningful insights into occupational well-being 
within technology-intensive occupations. 
 
5.7 Future Research Directions 
Future studies may expand upon the present 
findings in several ways. 
First, longitudinal research designs could examine 
how occupational stress and burnout evolve over 
time. 
 
Second, larger multi-city and multinational 
samples may enhance generalizability. 
 
Third, future studies should investigate the role of 
organizational factors such as leadership, 
psychological safety, and workplace culture. 
 
Fourth, intervention-based research may evaluate 
the effectiveness of stress reduction and burnout 
prevention programs. 

Fifth, future investigations may examine emerging 
challenges associated with artificial intelligence, 
automation, and digital transformation within 
cybersecurity environments. 
 
5.8 Conclusion 
The present study contributes to the growing body 
of occupational health psychology literature by 
examining occupational stress, burnout, and 
coping strategies among IT and cybersecurity 
professionals in Bengaluru. The findings 
demonstrate that occupational stress remains a 
significant concern within technology-intensive 
occupations and that cybersecurity professionals 
experience particularly high levels of workplace 
stress. 
 
Occupational stress emerged as a significant 
predictor of burnout, while maladaptive coping 
strategies amplified psychological strain. The 
results further highlight the importance of 
organizational support, workload management, 
and recovery opportunities in promoting 
employee well-being. 
 
As organizations continue to expand their 
dependence on technology and cybersecurity 
capabilities, safeguarding the psychological health 
of technology professionals becomes increasingly 
important. Sustainable organizational success 
depends not only on technological infrastructure 
but also on the well-being, resilience, and 
engagement of the professionals responsible for 
maintaining and protecting those systems. 
 
The findings underscore the need for evidence-
based occupational health initiatives that address 
both organizational demands and individual 
coping resources, ultimately supporting healthier, 
more resilient, and more sustainable technology 
workforces. 
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